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Academic Qualifications

University/Institution Type Degree Period

Lancaster University PhD Computer Science 2011

Universidade do Porto - Faculdade
de Engenharia

M.Sc. Engenharia Electrotécnica e de
Computadores

2001

Universidade de Aveiro Licenciate Eng.  Electrotécnica e
Telecomunicações

1989

Teaching Activities

Teaching Year Sem. Course Name Degree(s) Coord
.

2025/2026 2º Network Security and Management Bachelor Degree in
Telecommunications and Computer
Engineering;

Yes

2025/2026 1º Networks and Information Systems
Security

Master Degree in Computer
Engineering;

No

2025/2026 1º Software-Defined Networking Institutional Degree in Escola de
Tecnologias e Arquitetura;

Yes

2025/2026 1º Network Architectures Bachelor Degree in Computer
Science and Business Management
(PL); Bachelor Degree in Computer
Engineering (PL); Bachelor Degree in
Computer Engineering; Bachelor
Degree in Computer Science and
Business Management; Bachelor
Degree in Telecommunications and
Computer Engineering;

No

2024/2025 2º Fundamentals of Computer
Networks

Bachelor Degree in Computer
Science and Business Management
(PL); Bachelor Degree in Computer
Engineering (PL); Bachelor Degree in
Computer Engineering; Bachelor
Degree in Computer Science and
Business Management; Bachelor
Degree in Telecommunications and
Computer Engineering;

No

2024/2025 1º Software-Defined Networking Institutional Degree in Escola de
Tecnologias e Arquitetura;

Yes

2024/2025 1º Network Architectures Bachelor Degree in Computer
Science and Business Management
(PL); Bachelor Degree in Computer
Engineering (PL); Bachelor Degree in
Computer Engineering; Bachelor
Degree in Computer Science and
Business Management; Bachelor
Degree in Telecommunications and
Computer Engineering;

No
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2023/2024 2º Fundamentals of Computer
Networks

Bachelor Degree in Computer
Science and Business Management
(PL); Bachelor Degree in Computer
Engineering (PL); Bachelor Degree in
Computer Engineering; Bachelor
Degree in Computer Science and
Business Management; Bachelor
Degree in Telecommunications and
Computer Engineering;

No

2023/2024 1º Software-Defined Networking Institutional Degree in Escola de
Tecnologias e Arquitetura;

Yes

2023/2024 1º Network Architectures Bachelor Degree in Computer
Science and Business Management
(PL); Bachelor Degree in Computer
Engineering (PL); Bachelor Degree in
Computer Engineering; Bachelor
Degree in Computer Science and
Business Management; Bachelor
Degree in Telecommunications and
Computer Engineering;

No

2022/2023 2º Fundamentals of Computer
Networks

Bachelor Degree in Computer
Science and Business Management
(PL); Bachelor Degree in Computer
Engineering (PL); Bachelor Degree in
Computer Engineering; Bachelor
Degree in Computer Science and
Business Management; Bachelor
Degree in Telecommunications and
Computer Engineering;

No

2022/2023 1º Software-Defined Networking Institutional Degree in Escola de
Tecnologias e Arquitetura;

Yes

2022/2023 1º Network Architectures Bachelor Degree in Computer
Science and Business Management
(PL); Bachelor Degree in Computer
Engineering (PL); Bachelor Degree in
Computer Engineering; Bachelor
Degree in Computer Science and
Business Management; Bachelor
Degree in Telecommunications and
Computer Engineering;

No

2021/2022 1º Software-Defined Networking Institutional Degree in Escola de
Tecnologias e Arquitetura;

Yes

2021/2022 1º Network Architectures Bachelor Degree in Computer
Science and Business Management
(PL); Bachelor Degree in Computer
Engineering (PL); Bachelor Degree in
Computer Engineering; Bachelor
Degree in Computer Science and
Business Management; Bachelor
Degree in Telecommunications and
Computer Engineering;

No

2020/2021 2º Fundamentals of Computer
Networks

Bachelor Degree in Computer
Engineering; Bachelor Degree in
Telecommunications and Computer
Engineering;

No

2020/2021 2º Network Security and Management Bachelor Degree in
Telecommunications and Computer
Engineering;

Yes

2020/2021 1º Software-Defined Networking Institutional Degree in Escola de
Tecnologias e Arquitetura;

Yes
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 • Ph.D. Thesis
    - Ongoing
 

 

 • M.Sc. Dissertations
    - Ongoing
 

2020/2021 1º Network Architectures Bachelor Degree in Computer
Science and Business Management
(PL); Bachelor Degree in Computer
Engineering (PL); Bachelor Degree in
Computer Engineering; Bachelor
Degree in Computer Science and
Business Management; Bachelor
Degree in Telecommunications and
Computer Engineering;

No

2019/2020 2º Digital Networks III - Security,
Multimedia and Management

Yes

2019/2020 1º Software-Defined Networking Institutional Degree in Escola de
Tecnologias e Arquitetura;

Yes

2019/2020 1º Digital Networks II - Systems,
Applications and Services

No

Supervisions

Student Name Title/Topic Language Status Institution

1 Pedro Miguel Alvito
Fernandes da Silva

Management of Fog
Internet of Things
Resources in Future
Softwarized Networks

English Developing Iscte

Student Name Title/Topic Language Status Institution

1 Nuno De Oliveira
Lourenço Teixeira

A Novel SDN-Based Fog
Architecture with Adaptive
Containerization and QoS-
Driven Communication
fromReal Sensors

-- Developing Iscte

2 Ricardo Amado Lopes Autonomous Detection
and Mitigation of High-Risk
Cybersecurity
Vulnerabilities at
Networked Systems

-- Developing Iscte

3 João Pedro Leal Costa AI-Driven Encryption
Selection in a Container-
Based Network Prototype

-- Developing Iscte

4 Pedro Ojo Oriakhi Efficient Data Storage
Using Programmable
Containers in Edge
Computing

-- Developing Iscte

5 Ricardo André da Cunha
Abrantes

Design and
Implementation of an
Automated Parking
Assistance System
supported by SDN and
IoT-enabled sensors

-- Developing Iscte
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    - Concluded
 

 
 
 

 
 

6 Afonso Gonçalo de Moura
Rolo Leal Gonçalves

SDN and SDR Integration
for Next-Generation
Mobile Networks

-- Developing Iscte

Student Name Title/Topic Language Institution Concluding
Year

1 João Francisco Rosa
Polónio

Proactive Discovery and
Mitigation of Security
Vulnerabilities Leveraged by
Software-Defined Networks

English Iscte 2024

2 António Miguel
Berrucho Martins
Pires

Remote control satellite station Portuguese Iscte 2023

3 Patrícia Galego
Cardoso

A SOFTWARE-DEFINED
NETWORK SOLUTION FOR
MANAGING FOG COMPUTING
RESOURCES IN SENSOR
NETWORKS

English Iscte 2019

4 Leonel Duque
Piscalho Júnior

Towards a Software Defined
Network based Multi-Domain
Architecture for the Internet of
Things

English Iscte 2019

5 Pedro Caetano Manso A Novel SDN-Based Intrusion
Detection System for Early
Detection and Mitigation of
DDoS Attacks

Portuguese Iscte 2018

6 Mickaël Rocha da
Cunha

A Policy-Based Framework
Towards Smooth Adaptive
Playback for Dynamic Video
Streaming over HTTP

English Iscte 2018

7 Ruben Oliveira Vales Nomadic Fog Storage English Iscte 2017

8 Carlos José Pereira da
Silva Meralto

Mesh networks for handheld
mobile devices

English Iscte 2015

9 Oscar Campos Neto Avaliação de fatores críticos
para a adoção de soluções
Cloud computing por
empresas dos Açores

Portuguese Iscte 2014

10 Ana Patrícia Salgueiro
Pais

Uma proposta para a Gestão
de uma Infra-estrutura de
Rede que não suporte
directamente o protocolo
OpenFlow

English Iscte 2014

Total Citations

Web of Science® 413

Scopus 554
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 • Scientific Journals
    - Scientific journal paper
 

Publications

1 Polónio, J., Moura, J. & Marinheiro, R. N. (2025). Towards automatic detection and mitigation of high-risk
cybersecurity vulnerabilities at networked systems. IEEE Access. 13, 181957-181976

2 Polónio, J., Moura, J. & Marinheiro, R. N. (2024). On the road to proactive vulnerability analysis and mitigation
leveraged by Software Defined Networks: A systematic review. IEEE Access. 12, 98546-98566
 - Times Cited Web of Science®: 4
 - Times Cited Scopus: 8
 - Times Cited Google Scholar: 10

3 Cardoso, P, Moura, J. & Marinheiro, R. N. (2023). Elastic provisioning of network and computing resources at
the edge for IoT services. Sensors. 23 (5)
 - Times Cited Web of Science®: 4
 - Times Cited Scopus: 5
 - Times Cited Google Scholar: 6

4 Santana, P. & Moura, J. (2023). A Bayesian multi-armed bandit algorithm for dynamic end-to-end routing in
SDN-based networks with piecewise-stationary rewards. Algorithms. 16 (5)
 - Times Cited Web of Science®: 2
 - Times Cited Scopus: 3
 - Times Cited Google Scholar: 6

5 Moura, J. & Hutchison, D. (2022). Resilience enhancement at edge cloud systems. IEEE Access. 10, 45190-
45206
 - Times Cited Web of Science®: 6
 - Times Cited Scopus: 10
 - Times Cited Google Scholar: 19

6 Moura, J. & Hutchison, D. (2020). Fog computing systems: state of the art, research issues and future trends,
with a focus on resilience. Journal of Network and Computer Applications. 169
 - Times Cited Web of Science®: 42
 - Times Cited Scopus: 52
 - Times Cited Google Scholar: 90

7 Moura, J. & Hutchison, D. (2020). Modeling cooperative behavior for resilience in cyber-physical systems using
SDN and NFV. SN Applied Sciences. 2
 - Times Cited Web of Science®: 7
 - Times Cited Scopus: 10
 - Times Cited Google Scholar: 15

8 Vales, R., Moura, J. & Marinheiro, R. (2019). Energy-aware and adaptive fog storage mechanism with data
replication ruled by spatio-temporal content popularity. Journal of Network and Computer Applications. 135,
84-96
 - Times Cited Web of Science®: 19
 - Times Cited Scopus: 18
 - Times Cited Google Scholar: 33

9 Manso, P., Moura, J. & Serrão, C. (2019). SDN-based intrusion detection system for early detection and
mitigation of DDoS attacks. Information. 10 (3)
 - Times Cited Web of Science®: 68
 - Times Cited Scopus: 118
 - Times Cited Google Scholar: 159
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https://ciencia.iscte-iul.pt/publications/fog-computing-systems-state-of-the-art-research-issues-and-future-trends-with-a-focus-on-resilience/74178
https://ciencia.iscte-iul.pt/publications/modeling-cooperative-behavior-for-resilience-in-cyber-physical-systems-using-sdn-and-nfv/74179
https://ciencia.iscte-iul.pt/publications/modeling-cooperative-behavior-for-resilience-in-cyber-physical-systems-using-sdn-and-nfv/74179
https://ciencia.iscte-iul.pt/publications/energy-aware-and-adaptive-fog-storage-mechanism-with-data-replication-ruled-by-spatio-temporal/57601
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https://ciencia.iscte-iul.pt/publications/sdn-based-intrusion-detection-system-for-early-detection-and-mitigation-of-ddos-attacks/57599
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 • Books and Book Chapters
    - Book chapter
 

10 Moura, J. & Hutchison, D. (2019). Game theory for multi-access edge computing: survey, use cases, and future
trends. IEEE Communications Surveys and Tutorials. 21 (1), 260-288
 - Times Cited Web of Science®: 165
 - Times Cited Scopus: 181
 - Times Cited Google Scholar: 252

11 Alves, H., Silva, L. M., Marinheiro, R. N. & Moura, J. A. R. S. (2017). PMIPv6 integrated with MIH for flow mobility
management: a real testbed with simultaneous multi-access in heterogeneous mobile networks. Wireless
Personal Communications. 98 (1), 1055-1082
 - Times Cited Web of Science®: 5
 - Times Cited Scopus: 9
 - Times Cited Google Scholar: 9

12 Moura, J. & Edwards, C. (2016). Efficient access of mobile flows to heterogeneous networks under flash
crowds. Computer Networks. 107 (2), 163-177
 - Times Cited Web of Science®: 4
 - Times Cited Scopus: 5
 - Times Cited Google Scholar: 12

13 Moura, J. & Hutchison, D. (2016). Review and analysis of networking challenges in cloud computing. Journal of
Network and Computer Applications. 60, 113 - 129
 - Times Cited Web of Science®: 82
 - Times Cited Scopus: 88
 - Times Cited Google Scholar: 166

14 Moura, J. A. & Edwards, C. (2015). Gestão eficiente do acesso móvel a uma infra-estrutura de rede
heterogénea. Kriativ.tech. 5, 5-17

15 Silva, J., Marinheiro, R., Moura, J. & Almeida, J. (2013). Differentiated classes of service and flow management
using an hybrid broker. ACEEE International Journal on Communication. 4 (2), 13-22
 - Times Cited Google Scholar: 4

1 Silva, J., Moura, J. & Souto, N. (2024). SDN-based network resource management. In Sandeep Kautish,
Prasenjit Chatterjee, Dragan Pamucar, N. Pradeep, Deepmala Singh (Ed.), Computational intelligence for
modern business systems: Emerging applications and strategies. (pp. 137-156).: Springer.

2 Moura, J., Marinheiro, R. N. & Silva, J. (2022). Game theory for cooperation in multi-access edge computing. In
Research anthology on edge computing protocols, applications, and integration. (pp. 229-279).: IGI Global.
 - Times Cited Google Scholar: 4

3 Moura, J., Marinheiro, R. N. & Silva, J. C. (2018). Game theory for cooperation in multi-access edge computing.
In Ramona Trestian, Gabriel-Miro Muntean (Ed.), Paving the way for 5G through the convergence of wireless
systems. (pp. 100-149).: IGI Global.

4 Meralto, C., Moura, J. & Marinheiro, R. (2017). Wireless mesh sensor networks with mobile devices: a
comprehensive review. In Niranjan K. Ray, Ashok Kumar Turuk (Ed.), Handbook of research on advanced
wireless sensor network applications, protocols, and architectures. (pp. 129-155).: IGI Global.
 - Times Cited Google Scholar: 3
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https://ciencia.iscte-iul.pt/publications/efficient-access-of-mobile-flows-to-heterogeneous-networks-under-flash-crowds/28874
https://ciencia.iscte-iul.pt/publications/review-and-analysis-of-networking-challenges-in-cloud-computing/26588
https://ciencia.iscte-iul.pt/publications/review-and-analysis-of-networking-challenges-in-cloud-computing/26588
https://ciencia.iscte-iul.pt/publications/gestao-eficiente-do-acesso-movel-a-uma-infra-estrutura-de-rede-heterogenea/24464
https://ciencia.iscte-iul.pt/publications/gestao-eficiente-do-acesso-movel-a-uma-infra-estrutura-de-rede-heterogenea/24464
https://ciencia.iscte-iul.pt/publications/differentiated-classes-of-service-and-flow-management-using-an-hybrid-broker/13092
https://ciencia.iscte-iul.pt/publications/differentiated-classes-of-service-and-flow-management-using-an-hybrid-broker/13092
https://ciencia.iscte-iul.pt/publications/sdn-based-network-resource-management/98915
https://ciencia.iscte-iul.pt/publications/sdn-based-network-resource-management/98915
https://ciencia.iscte-iul.pt/publications/sdn-based-network-resource-management/98915
https://ciencia.iscte-iul.pt/publications/game-theory-for-cooperation-in-multi-access-edge-computing/94701
https://ciencia.iscte-iul.pt/publications/game-theory-for-cooperation-in-multi-access-edge-computing/94701
https://ciencia.iscte-iul.pt/publications/game-theory-for-cooperation-in-multi-access-edge-computing/53220
https://ciencia.iscte-iul.pt/publications/game-theory-for-cooperation-in-multi-access-edge-computing/53220
https://ciencia.iscte-iul.pt/publications/game-theory-for-cooperation-in-multi-access-edge-computing/53220
https://ciencia.iscte-iul.pt/publications/wireless-mesh-sensor-networks-with-mobile-devices-a-comprehensive-review/37475
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 • Conferences/Workshops and Talks
    - Publication in conference proceedings
 

5 Moura, J., Marinheiro, R. N. & Silva, J. (2016). Game Theory for Collaboration in Future Networks. In
Information Resources Management Association;  (Ed.), Mobile Computing and Wireless Networks. (pp. 2061-
2091).: IGI Global.
 - Times Cited Scopus: 1
 - Times Cited Google Scholar: 6

6 Moura, J., Batista, F., Cardoso, E. & Nunes, L. (2015). Intelligent management and efficient operation of big
data. In Noor Zaman, Mohamed Elhassan Seliaman, Mohd Fadzil Hassan, Fausto Pedro Garcia Marquez (Ed.),
Handbook of research on trends and future directions in big data and web intelligence. (pp. 105-129).: IGI
Global.
 - Times Cited Google Scholar: 5

7 Moura, J. & Serrão, C. (2015). Security and privacy issues of big data. In Noor Zaman, Mohamed Elhassan
Seliaman, Mohd Fadzil Hassan, Fausto Pedro Garcia Marquez (Ed.), Handbook of research on trends and
future directions in big data and web intelligence. (pp. 20-52).: IGI Global.
 - Times Cited Scopus: 28
 - Times Cited Google Scholar: 113

8 Moura, J. & Edwards, C. (2015). Future trends and challenges for mobile and convergent networks. In
Abdulrahman Yarali (Ed.), 4G and beyond: The convergence of networks, devices and services.: Nova Science
Publishers.
 - Times Cited Scopus: 1
 - Times Cited Google Scholar: 8

9 Moura, J., Marinheiro, R. & Silva, J. (2014). Game theory for collaboration in future networks. In Ramona
Trestian, Gabriel-Miro Muntean (Ed.), Convergence of broadband, broadcast, and cellular network
technologies. (pp. 94-123).: IGI Gobal.
 - Times Cited Scopus: 3
 - Times Cited Google Scholar: 6

1 Moura, J. & Santana, P. (2025). Toward End-to-End Deep Learning for Autonomous Management in Next-
Generation Networks. In Proceedings for the 16th International Conference on Ubiquitous and Future
Networks. (pp. 1-6). Lisboa: IEEE.

2 Moura, J. (2023). Scalable and reliable orchestration for balancing the workload among SDN controllers. In
Sajid Anwar, Abrar Ullah, Álvaro Rocha, Maria José Sousa (Ed.), Proceedings of International Conference on
Information Technology and Applications: ICITA 2022. (pp. 469-480). Lisboa: Springer.

3 Moura, J. (2023). Decentralized control orchestration for dynamic edge programmable systems. In 2023 3rd
International Conference on Electrical, Computer, Communications and Mechatronics Engineering (ICECCME).
Tenerife, Canary Islands, Spain: IEEE.
 - Times Cited Google Scholar: 1

4 Moura, J. (2023). Scalable and reliable orchestration for balancing the workload among SDN controllers. In
Anwar, S., Ullah, A., Rocha, Á., and Sousa, M. J. (Ed.), Proceedings of International Conference on Information
Technology and Applications ICITA 2022. Lecture Notes in Networks and Systems. (pp. 469-480). Lisboa:
Springer.
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