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Maria Pinto-Albuquerque is Assistant Professor at Iscte - Instituto Universitário de Lisboa and researcher at Istar-Iscte.
Her work focuses on the relation of the human, as a user or developer, with the computer system. Addressing this relation
leads to work in cybersecurity awareness, alignment of security with usability, and requirements engineering.
She has been developing tools and techniques, like serious games and creativity techniques, to promote an efficient,
responsible, and secure use (by the users) and development (by software engineers, co-developing with all types of
stakeholders) of computer systems.
She pursues collaborations in particular with Bristol Cybersecurity Group (Univ. of Bristol, UK), UniBW Information Systems
Group (University of the Federal Armed Forces Munich), and Security Life Cycle Group of Siemens Technology, Munich.
Under collaboration with Bristol Cyber Security Group, she was part of the team that created and developed the
cybersecurity awareness game, Decisions and Disruptions, http://www.decisions-disruptions.org/. This game was adapted
by the City of London Police and won the UK National Innovation in Cyber Award
2020, https://thenationalcyberawards.org/virtual-awards-ceremony-2020/.
Graduated in Applied Maths. and Comp. Science at Universidade Técnica de Lisboa. She completed the MSc in Computing
at Faculdade de Ciências, Universidade de Lisboa, and the PhD in Computer Science at Lancaster University, UK. Is a
member of  IEEE, Iscte Alumni, Lancaster University Alumni, and the British Computer Society.
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Research Interests

Software and its engineering

Security and privacy

Human-centered computing

Human and social aspects of security and privacy

Computing education

Cybersecurity awareness and education

Requirements engineering

Quality in the development process of software systems

Academic Qualifications

University/Institution Type Degree Period

The University of Lancaster PhD Doctor of Philosophy in Computer
Science

2013

Faculdade Ciências - Univ. Lisboa M.Sc. Computing 2001

Instituto Superior Técnico - Univ.
Técnica Lisboa

Licenciate Applied Mathematics and Computer
Science

1992

Teaching Activities

Teaching Year Sem. Course Name Degree(s) Coord
.

2025/2026 2º Data Structures and Algorithms Bachelor Degree in Data Science
(PL); Bachelor Degree in Data
Science;

Yes

2024/2025 2º Data Structures and Algorithms Bachelor Degree in Data Science
(PL); Bachelor Degree in Data
Science;

Yes

2024/2025 1º Object Oriented Programming Bachelor Degree in Computer
Science and Business Management;
Bachelor Degree in
Telecommunications and Computer
Engineering;

No

2023/2024 2º Data Structures and Algorithms Bachelor Degree in Data Science
(PL); Bachelor Degree in Data
Science;

Yes

2023/2024 1º Object Oriented Programming Bachelor Degree in Computer
Science and Business Management;
Bachelor Degree in
Telecommunications and Computer
Engineering;

No
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2022/2023 2º Data Structures and Algorithms Bachelor Degree in Data Science
(PL); Bachelor Degree in Data
Science;

Yes

2022/2023 1º Object Oriented Programming Bachelor Degree in Computer
Science and Business Management;
Bachelor Degree in
Telecommunications and Computer
Engineering;

No

2021/2022 2º Data Structures and Algorithms Bachelor Degree in Data Science
(PL); Bachelor Degree in Data
Science;

No

2021/2022 1º Object Oriented Programming Bachelor Degree in Computer
Science and Business Management
(PL); Bachelor Degree in Computer
Engineering (PL); Bachelor Degree in
Computer Science and Business
Management; Bachelor Degree in
Telecommunications and Computer
Engineering;

No

2019/2020 2º Object Oriented Programming No

2019/2020 1º Introduction to Programming Bachelor Degree in Computer
Engineering (PL); Bachelor Degree in
Computer Science and Business
Management; Bachelor Degree in
Telecommunications and Computer
Engineering;

No

2018/2019 2º Object Oriented Programming Bachelor Degree in Computer
Science and Business Management;

No

2018/2019 1º Introduction to Programming Bachelor Degree in Computer
Engineering; Bachelor Degree in
Computer Science and Business
Management; Bachelor Degree in
Telecommunications and Computer
Engineering;

No

2017/2018 2º Object Oriented Programming Bachelor Degree in Computer
Science and Business Management
(PL); Bachelor Degree in Computer
Engineering (PL); Bachelor Degree in
Computer Engineering;

No

2017/2018 1º Introduction to Programming Bachelor Degree in Computer
Engineering; Bachelor Degree in
Computer Science and Business
Management; Bachelor Degree in
Telecommunications and Computer
Engineering;

No

2016/2017 2º Information System Design and
Development

Bachelor Degree in Computer
Science and Business Management
(PL); Bachelor Degree in Computer
Engineering (PL); Bachelor Degree in
Computer Engineering; Bachelor
Degree in Computer Science and
Business Management;

Yes

2016/2017 2º Information System Design and
Development

Bachelor Degree in Computer
Science and Business Management
(PL); Bachelor Degree in Computer
Engineering (PL); Bachelor Degree in
Computer Engineering; Bachelor
Degree in Computer Science and
Business Management;

Yes
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 • Ph.D. Thesis
    - Ongoing
 

 
    - Concluded
 

 

 • M.Sc. Dissertations
    - Ongoing
 

 
    - Concluded
 

2016/2017 2º Information System Design and
Development

Bachelor Degree in Computer
Science and Business Management
(PL); Bachelor Degree in Computer
Engineering (PL); Bachelor Degree in
Computer Engineering; Bachelor
Degree in Computer Science and
Business Management;

Yes

2016/2017 2º Information System Design and
Development

Bachelor Degree in Computer
Science and Business Management
(PL); Bachelor Degree in Computer
Engineering (PL); Bachelor Degree in
Computer Engineering; Bachelor
Degree in Computer Science and
Business Management;

Yes

Supervisions

Student Name Title/Topic Language Status Institution

1 Andrei-Cristian Iosif Raising Awareness in the
Industry on Secure Code
Review through Serious
Games

English Developing Universität der
Bundeswehr
München

2 Tiange Zhao Gamification in Cloud
Security

English Developing Universität der
Bundeswehr
München

Student Name Title/Topic Language Institution Concluding
Year

1 Tiago José Espinha de
Mendonça Gasiba

Raising Awareness on Secure
Coding in the Industry through
Cybersecurity Challenges

English Universität
der
Bundeswehr
München

2021

Student Name Title/Topic Language Status Institution

1 Frederico de Melo
Mesquita D'Abreu

Secure software
development in Rust

-- Developing Iscte

2 Gonçalo Gonçalves
Miranda

How Requirement
Gathering influences
Technical Debt: A Practical
Framework for Managing
Technical Debt

-- Developing Iscte

3 Sofia Mladenova
Mladenova

Secure Coding Guidelines
for Infrastructure as Code

Portuguese Developing Iscte

4

https://fenix-mais.iscte-iul.pt/courses/l0786-847452882077600
https://fenix-mais.iscte-iul.pt/courses/l0786-847452882077600
https://fenix-mais.iscte-iul.pt/courses/l0786-847452882077600
https://fenix-mais.iscte-iul.pt/courses/l0786-847452882077600


 

 • M.Sc. Final Projects
    - Concluded
 

 
 

Student Name Title/Topic Language Institution Concluding
Year

1 Maria Camila Santos
Galeano

Security Vulnerabilities of
GenAI in Secure Software
Development

English Iscte 2025

2 Diogo Gaspar Lopes Bridging AI and Cybersecurity:
Assessing Open-Source Large
Language Models for Software
Vulnerability Detection

English Iscte 2025

3 Samuel Miguel Riegel
Correia

Improving Industrial
Cybersecurity Training: Insights
intoCode Reviews Using Eye-
Tracking

English Iscte 2024

4 Miguel da Ponte
Lourenço

Low-Code Security for
Industrial Applications

English Iscte 2023

5 Rodrigo Pinto Valente Inference Engine applied to the
detection of security incidents
in an Organization's
cyberspace

Portuguese Iscte 2022

6 Mário João Amaro da
Costa

Acquisition and Modelation of
Threat Intelligence to Develop
a Reputation System

Portuguese Iscte 2022

7 Luís Afonso Maia Rosa
Casqueiro

A Serious Game for teaching
Java Cybersecurity in the
Industry with an Intelligent
Coach

English Iscte 2021

8 Diogo Alexandre
Rodrigues de Sousa

Illustration of Java execution
errors for beginner
programmers

English Iscte 2020

9 Alexandre Gil de Sá
Martins

Visualization of Security in
Industrial Control Systems
respecting IEC-62443

English Iscte 2020

10 Rafael Martins Soares Large Scale Agile Software
Development compliant to IEC
62443-4.1 - Artifact Design and
Tool support for Practitioners
without Security Expertise

English Iscte 2019

11 André Filipe Tarrucha
Narciso

Industrial IT Security
Management supported by an
Asset Management Database

English Iscte 2019

12 Indira Barreto Pina
Sanches

Methodology for discussing
the impacts of Two-factor
authentication in user activities

English Iscte 2017

Student Name Title/Topic Language Institution Concluding
Year

1 Inês Figueiredo Costa Melhoria do Processo de
Desenvolvimento de Software
da Vortal usando o Modelo
Ideal

Portuguese Iscte 2016
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 • Scientific Journals
    - Scientific journal paper
 

 

 • Books and Book Chapters
    - Book author
 

 
    - Book chapter
 

Total Citations

Web of Science® 197

Scopus 297

Publications

1 Zhao, T., Gasiba, T., Pinto-Albuquerque, M. & Lechner, U. (2024). Thriving in the era of hybrid work: Raising
cybersecurity awareness using serious games in industry trainings. Journal of Systems and Software. 210
 - Times Cited Web of Science®: 9
 - Times Cited Scopus: 11
 - Times Cited Google Scholar: 20

2 Zhao, T., Gasiba, T., Lechner, U. & Pinto-Albuquerque, M. (2021). Raising awareness about cloud security in
industry through a board game. Information. 12 (11)
 - Times Cited Web of Science®: 8
 - Times Cited Scopus: 14
 - Times Cited Google Scholar: 16

3 Gasiba, T., Lechner, U. & Pinto-Albuquerque, M. (2020). Cybersecurity challenges in industry: measuring the
challenge solve time to inform future challenges. Information. 11 (11)
 - Times Cited Web of Science®: 9
 - Times Cited Scopus: 7
 - Times Cited Google Scholar: 14

4 Gasiba, T., Lechner, U. & Pinto-Albuquerque, M. (2020). Sifu - a cybersecurity awareness platform with
challenge assessment and intelligent coach. Cybersecurity. 3
 - Times Cited Web of Science®: 24
 - Times Cited Scopus: 35
 - Times Cited Google Scholar: 63

5 Frey, S., Rashid, A., Anthonysamy, P., Pinto-Albuquerque, M. & Naqvi, S. A. (2019). The good, the bad and the
ugly: a study of security decisions in a cyber-physical systems game. IEEE Transactions on Software
Engineering. 45 (5), 521-536
 - Times Cited Web of Science®: 53
 - Times Cited Scopus: 60
 - Times Cited Google Scholar: 121

1 Pinto-Albuquerque, M. (2013). Communicating Conflict and Ambiguity in Requirements Engineering.
Lancaster, Reino Unido. The Lancaster University.

1 Casqueiro, L., Gasiba, T., Pinto-Albuquerque, M. & Lechner, U. (2022). Increasing developer awareness of java
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 • Conferences/Workshops and Talks
    - Publication in conference proceedings
 

secure coding in the industry: An approach ising serious games. In Oscar Bernardes, Vanessa Amorim,
Antonio Carrizo Moreira (Ed.), Handbook of research on gamification dynamics and user experience design.
(pp. 336-382).: IGI Global.
 - Times Cited Scopus: 1
 - Times Cited Google Scholar: 1

1 Iosif, A., Lechner, U., Pinto-Albuquerque, M. & Gasiba, T. (2024). Serious game for industrial cybersecurity:
Experiential learning through code review. In A. Bollin, I. Bosnic, J. Brings, M.  Daun, M.  Manjunath (Ed.),
Software Engineering Education Conference, Proceedings. Würzburg, Germany: IEEE.
 - Times Cited Web of Science®: 1
 - Times Cited Scopus: 1
 - Times Cited Google Scholar: 1

2 Peixoto, A., Glória, A., Silva, J. L., Pinto-Albuquerque, M., Brandão, T. & Nunes, L. (2024). Use of programming
aids in undergraduate courses. In Santos A.L., Pinto-Albuquerque M. (Ed.), 5th International Computer
Programming Education Conference (ICPEC 2024). (pp.  20:1-20:9). Lisboa: Schloss Dagstuhl – Leibniz-Zentrum
für Informatik.

3 Gasiba, T. E., Oguzhan, K., Kessba, I., Lechner, U. & Pinto-Albuquerque, M. (2023). I’m sorry Dave, I’m afraid I
can’t fix your code: On ChatGPT, cybersecurity, and secure coding. In Queirós, R. A. P. de, and Pinto, M. P. T.
(Ed.), 4th International Computer Programming Education Conference (ICPEC 2023). Vila do Conde: Schloss
Dagstuhl -- Leibniz-Zentrum für Informatik.
 - Times Cited Scopus: 6
 - Times Cited Google Scholar: 21

4 Gasiba, T. E., Iosif, A.-C., Suppan, S., Lechner, U. & Pinto-Albuquerque, M. (2023). Reflections on training next-
gen industry workforce on secure software development. In Mottok, J. (Ed.), ECSEE '23: Proceedings of the 5th
European Conference on Software Engineering Education. Seeon/Bavaria Germany: Association for
Computing Machinery.
 - Times Cited Web of Science®: 2
 - Times Cited Scopus: 2
 - Times Cited Google Scholar: 4

5 Zhao, T., Lechner, U., Pinto-Albuquerque, M., Ata, E. & Gasiba, T. (2023). CATS: A serious game in industry
towards stronger cloud security. In Wang, G., Choo, K.-K. R., Wu, J., and Damiani, E. (Ed.), Ubiquitous Security.
UbiSec 2022. Communications in Computer and Information Science. (pp. 64-82). Zhangjiajie, China: Springer.
 - Times Cited Scopus: 5
 - Times Cited Google Scholar: 8

6 Zhao, T., Lechner, U., Pinto-Albuquerque, M. & Ongu, D. (2023). An ontology-based model for evaluating cloud
attack scenarios in CATS: A serious game in cloud security. In Vidmar, M. (Ed.), 2023 IEEE 29th International
Conference on Engineering, Technology and Innovation (ICE/ITMC). Edinburgh: IEEE.
 - Times Cited Scopus: 3
 - Times Cited Google Scholar: 4

7 Iosif, A.-C., Gasiba, T. E., Lechner, U. & Pinto-Albuquerque, M. (2023). Raising awareness in the industry on
secure code review practices. In Falk, R., and Chan, S. (Ed.), CYBER 2023: The Eighth International Conference
on Cyber-Technologies and Cyber-Systems . (pp. 62-68). Porto, Portugal: IARIA.
 - Times Cited Google Scholar: 3
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8 Lourenço, M., Gasiba, T. E. & Pinto-Albuquerque, M. (2023). You are doing it wrong: On vulnerabilities in low
code development platforms. In Falk, R., and Chan, S. (Ed.), CYBER 2023: The Eighth International Conference
on Cyber-Technologies and Cyber-Systems. (pp. 12-18). Porto, Portugal: IARIA.
 - Times Cited Google Scholar: 8

9 Andrei-Cristian, I., Gasiba, T. E., Zhao, T., Lechner, U. & Pinto-Albuquerque, M. (2022). A large-scale study on
the security vulnerabilities of cloud deployments. In Wang, G., Choo, K.-K. R., Ko, R. K. L., Xu, Y., and Crispo, B.
(Ed.), Ubiquitous Security. UbiSec 2021. Communications in Computer and Information Science. (pp. 171-188).
Guangzhou: Springer.
 - Times Cited Web of Science®: 3
 - Times Cited Scopus: 9
 - Times Cited Google Scholar: 21

10 Zhao, T., Lechner, U., Pinto-Albuquerque, M. & Ata, E. (2022). Cloud of assets and threats: A playful method to
raise awareness for cloud security in industry. In Simões, A., and Silva, J. C. (Ed.), OpenAccess Series in
Informatics. Barcelos: Schloss Dagstuhl- Leibniz-Zentrum fur Informatik GmbH, Dagstuhl Publishing.
 - Times Cited Scopus: 4
 - Times Cited Google Scholar: 7

11 Gasiba, T. E., Lechner, U., Albuquerque, M. P. & Mendez, D. (2021). Is secure coding education in the industry
needed? An investigation through a large scale survey. In 2021 IEEE/ACM 43rd International Conference on
Software Engineering: Software Engineering Education and Training (ICSE-SEET). (pp. 241-252). Madrid: IEEE.
 - Times Cited Web of Science®: 12
 - Times Cited Scopus: 20
 - Times Cited Google Scholar: 37

12 Gasiba, T. E., Hodzic, S., Lechner, U. & Pinto-Albuquerque, M. (2021). Raising security awareness using
cybersecurity challenges in embedded programming courses. In 2021 International Conference on Code
Quality (ICCQ). (pp. 79-92). Moscow: IEEE.
 - Times Cited Scopus: 3
 - Times Cited Google Scholar: 11

13 Gasiba, T. E., Lechner, U. & Pinto-Albuquerque, M. (2021). Cybersecurity challenges: Serious games for
awareness training in industrial environments. In Deutschland. Digital. Sicher. Bonn: SecuMedia.
 - Times Cited Google Scholar: 13

14 Gasiba, T. E., Andrei-Cristian, I., Lechner, U. & Pinto-Albuquerque, M. (2021). Raising security awareness of
cloud deployments using infrastructure as code through cybersecurity challenges. In ARES 2021: The 16th
International Conference on Availability, Reliability and Security. Vienna Austria: ACM.
 - Times Cited Web of Science®: 7
 - Times Cited Scopus: 12
 - Times Cited Google Scholar: 28

15 Casqueiro, L. A., Gasiba, T. E., Albuquerque, M. P. & Lechner, U. (2021). Automated Java challenges' security
assessment for training in industry: Preliminary results. In Henriques, P. R., Portela, F., Queirós, R., and
Simões, A. (Ed.), Second International Computer Programming Education Conference (ICPEC 2021). Virtual,
Braga: Schloss Dagstuhl- Leibniz-Zentrum fur Informatik GmbH, Dagstuhl Publishing.
 - Times Cited Google Scholar: 3

16 Zhao, T., Gasiba, T. E., Lechner, U. & Albuquerque, M. P. (2021). Exploring a board game to improve cloud
security training in industry. In Henriques, P. R., Portela, F., Queirós, R., and Simões, A. (Ed.), Second
International Computer Programming Education Conference (ICPEC 2021). Virtual, Braga: Schloss Dagstuhl-
Leibniz-Zentrum fur Informatik GmbH, Dagstuhl Publishing.
 - Times Cited Scopus: 6
 - Times Cited Google Scholar: 16
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